Mini-SOC SIEM (Wazuh)

To initiate this project we need to setup 2 VMs (Virtual Machines),
running on Linux (Ubuntu for mine) and Windows. The Linux one is our
Wazuh server and the Windows our victim machine.

Loki@UbuntuSec|

C:\Users\loki»ping 192.168.1.31

cts de données

We can see that the 2 VMs can ping eachothers (don’t forget to add
Windows firewall rules otherwise impossible to ping back the Windows
VM. (192.168.1.20 is Windows and 192.168.1.31 is Wazuh server)

oki@UbuntuSec|

Next need to get the Wazuh installer by using curl package

loki@UbuntuSec|

Give it the right privilege to execute it

loki@UbuntuSec|




Once Wazuh is installed you need to keep your credentials, we need
them to login into our Wazuh GUI (access via linuxIP:443)

wazuh

The Open Source Security Platform
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1. Download the Windows installer to start the installation process.

2. Select the installation method you want to follow: command line interface

(CLI) or graphical user interface (GUI)

Now, we can download the Wazuh Agent on our Windown VM and
create the link between the server and the victim machine



Once the agent is installed we need to create a new agent on the server
to identify our Windows machine.

loki@UbuntuSec|

Execute the manage agent binary and press A to add a new agent,
provide a name and an IP address (the Windows IP one)

Next, press E to redeem your Windows Vm agent key



m Wazuh Agent >
Manage View Help

Wazuh wd 14,2
Agent: Auth key not imported. [0] - O

Status: Reguire import of authentication key.
- Mot Bunining

Manager IP: 1192.168.1.31

Authentication key: |v’iDDEhNT"r’5NTdmNWLl'I MTRj

Save | Refrezh |

https://wazuh.com Revision rcd

Back in our Windows environment we can provide the manager IP (linux
server) and our authentication key so the server can figure out who this
machine is. Save and go to manage and restart the agent

Confirm Importing Key >

Adding key for
Agent ID: 001

Agent Mame: POSTET-WINDOWS
IP Address: 192.168.1.20

Ok | Annuler

Success !
Back in our Wazuh GUI we can see that our Windows is “Active”
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We want now to setup our own File Integrity Monitoring rule because we
do not trust the user about his downloadings
Go to C:/Program Files (x86)/ossec-agent/ossec.conf



And add this line (change the user)

| *ossec - Bloc-notes - O *

Fichier Edition Format Affichage Aide
<scan_on_start>yes</scan_on_start>
<interval»12h</interval>
<skip_nfs»yes</skip_nfs>

</sca>

<!-- File integrity monitoring --»
<syscheck>

<disabled»no</disabled>

<!-- Frequency that syscheck is executed default every 12 hours -->
<frequency>43200</frequency>

<!-- Default files to be monitored. -->
<directories recursion_level="@" restrict="regedit.exe$|system.ini$|win.ini$">¥WINDIR¥%</directories>

<directories recursion_level="@" restrict="at.exe$|attrib.exe$|cacls.exe$|cmd.exe}|eventcreate.exe$|ftp.exet|ls
<directories recursion_level="@">XWINDIR%X\SysNative\drivers\etc</directories>

<directories recursion_level="8" restrict="WMIC.exe$">%WINDIR®\SysNative\wbem</directories>

<directories recursion_level="8" restrict="powershell.exe$">XWINDIR®\SysNative\WindowsPowerShell\wvl.B8</director
<directories recursion_level="8" restrict="winrm.vbs$">¥WINDIR¥\SysNative</directories»

<!-- 32-bit programs. -->

<directories recursion_level="@" restrict="at.exe$|attrib.exe$|cacls.exe$|cmd.exe}|eventcreate.exe$|ftp.exet|ls
<directories recursion_level="@">XWINDIR%\System32\drivers\etc</directories>

<directories recursion_level="8" restrict="WMIC.exe$">XWINDIR¥\System32\wbem< /directories»

<directories recursion_level="8" restrict="powershell.exe$" >XWINDIR®\System32\WindowsPowerShelllvl.B</directori
<directories recursion_level="8" restrict="winrm.vbs$">¥WINDIR¥\System32«/directories:

<directories realtime="yes">¥PROGRAMDATAX\Microsoft\Windows\Start Menu\Programs\Startup</directories>
<directories realtime=“yes“>[:\psers\loki\Downloadscﬁdirectories>

<ignore>%PROGRAMDATAX \Microsoft\Windows\5Start Menu\Programs\Startup\desktop.ini</ignore>

<ignore type="sregex">.log$|.htm$|.jpg$|.png$|.chm$|.pnf$]|.evix$</ignores

Ln 94, Col 36 100%  Windows (CRLF) UTF-8

Download some softwares, delete some files in your downloads and go
back to your Wazuh GUI
We can see that we generate some “noise” by downloading and
modifying files
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