
 
 

Mini-SOC SIEM (Wazuh) 
 

To initiate this project we need to setup 2 VMs (Virtual Machines), 
running on Linux (Ubuntu for mine) and Windows. The Linux one is our 

Wazuh server and the Windows our victim machine. 
 

 
 

 
 

We can see that the 2 VMs can ping eachothers (don’t forget to add 
Windows firewall rules otherwise impossible to ping back the Windows 

VM. (192.168.1.20 is Windows and 192.168.1.31 is Wazuh server) 
 

 
 

Next need to get the Wazuh installer by using curl package 
 

 
 

Give it the right privilege to execute it 
 

 
 

 



 
 

Once Wazuh is installed you need to keep your credentials, we need 
them to login into our Wazuh GUI (access via linuxIP:443) 

 

 



 
 

 
 
 

This our Home page we can already see that due to my Windows 10 
machine (no more supported) Wazuh raise alerts 

 
 

 
 

Now, we can download the Wazuh Agent on our Windown VM and 
create the link between the server and the victim machine 



 
 
Once the agent is installed we need to create a new agent on the server 

to identify our Windows machine. 
 

 
 

Execute the manage agent binary and press A to add a new agent, 
provide a name and an IP address (the Windows IP one) 

 

 
 

Next, press E to redeem your Windows Vm agent key 



 
 

 
 

Back in our Windows environment we can provide the manager IP (linux 
server) and our authentication key so the server can figure out who this 

machine is. Save and go to manage and restart the agent 
 
 

 
 

Success ! 
Back in our Wazuh GUI we can see that our Windows is “Active” 



 
 



 
 

 
 
 

We want now to setup our own File Integrity Monitoring rule because we 
do not trust the user about his downloadings 

Go to C:/Program Files (x86)/ossec-agent/ossec.conf 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



 
 

And add this line (change the user) 
 

 
 

 
Download some softwares, delete some files in your downloads and go 

back to your Wazuh GUI 
We can see that we generate some “noise” by downloading and 

modifying files



 
 

 


